I'maBa 5. CiyxObl y1aeHHOr0 JOCTYIIA

2. Cucrema SSH

Cuctema SSH aow

* 3allMLLLEHHAs KpunTorpaduen anbTepHaTUBA r-koMaHaaM, telnet um ftp

* [ToMmnmMo naketa OpenSSH MoryT nNnpMMeHATbLCA Apyrue peanmsayum,
Hanpumep drobear

* MOXeT NPUMEHSTb KpUNTorpadmuyeckyo ayTeHTUPpUKaL Mo
* MoXeT co3jaBaTb TYHHE/IbHbIE COeAUHEHMS]

Cucrema SSH (Secure Shell) npenocrapnsier 3amuieHHY0 KpUNITOTpadhUUeCKH HaIEKHYIO
aJIbTEPHATHBY I-KOMaHJaM U ciry:x0e telnet.

Omna oTKpbIBaeT mMU(POBAaHHBIN KaHAJ CBSI3U MEXY YAAJCHHBIMH y3JIaMH, TPEI0CTABISIET
BO3MOYHOCTb ayTEHTU(PHKALIMU C UCIIOIb30BAaHUEM ITyOJUYHBIX M YACTHBIX KIIFOUYEH
(HecumMMmeTpHuyHOE MU pOBaHKE), 3aIUINACT OT moaMeHsb! [P agpecos.

B GNU/Linux ucnons3yetcst Bepcusi cucteMbl SSH - OpenSSH, pacnipoctpansiemas Ha
CcBOOOJTHOM OCHOBE.

[Taketr OpenSSH mnpencraBieH TpemMsi OCHOBHBIMU IIPOrpaMMaMu:
© sshd - cepep SSH, npociymmuBatomuii 22 nopt TCP.
© ssh - kaueHT ciayx0b1 SSH, mo3BoMsAIONNI MHULIMMPOBATD yAAJCHHBIN CEaHc.
© sCp — KIMEHTCKasl IporpaMMa Juisl yAaJIEHHOTO KOIMPOBAHHUS.
o sftp — Ge3omacHbIil BapuaHT ftp KiMeHTa

CepsepHast 1 kireHTcKas yactu cucteMbl OpenSSH o6nanatoT pasHeiMu (aitiamu
KOH(pHrypammu:

o cepBep sshd nmeer koHUrypaunonssii ¢aiin /etc/ssh/sshd config.
© KIMEeHTHl sshu scp - /etc/ssh/ssh config.

Cepsep OpenSSH 3amyckaercs caMocTosTeNnbHO (standalone), moaToMy 17151 aBTOMaTHIECKOTO
crapta cepepa OpenSSH npu nepexojie B MHOTOIIOJIb30BaTEIbCKUN PEKUM CIIETYET HAIJIEAKAIUM
00pa3oM HACTPOUTH CUCTEMY MHHUIIHATU3ALINN.

[IpuMep :
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# systemctl enable sshd

I[.IISI HHUIIMUPOBAHUA CCaHCA Ha YHaHeHHOﬁ MalIvHE € 3allyIICHHBIM CCPBCPOM OpenSSH
A0CTAaTOYHO Ha KIIMCHTCKOM Y3JI€ IIPOCTO BBIIIOJHUTb KOMAaHAY S Sh, YKa3aB el B KauecTBE
apryMeHTa uMmsa uiu IP anpec y3na HazHayeHus.

IIpumMep :

$ ssh sinix

The authenticity of host 'sinix (198.11.11.25)' can't be established.

RSA key fingerprint is ac:1d:51:58:6f:f4:3a:b%:a7:ac:82:b3:25:1e:3a:30.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'sinix,198.11.11.25' (RSA) to the list of known
hosts.

user@sinix's password:

Last login: Fri Jul 2 19:33:26 2004

$ hostname
sinix.gruss.de

S exit
logout
Connection to sinix closed.

Ipumeuanue: B smom npumepe noivzogamens USE X OMKPbLL ¢ NOMOWbIO KOMAHObL S SN yoanennwiii ceanc na
yane Sinix.gruss.de. Ipu smom 6bln UCHOTB306aH NPOCMENULUL 6APUAHM AYMEHMUDUKAYUL C
ucnonvzoganuem naposus. Obpamume 6HUMAHUE HA MO, YMO MAK KAK 6X00 8 CEAHC ¢ OQHHO20 Y3/id OCYUEeCBIILICS
enepevie, cepsep OpenSSH npedynpedun, umo enec OaHHble O KIUEHMCKOM Y3ie 8 (ailn
~/ .ssh/known hosts. Bomon ¢aiine xpansames cneyuansuvle wiugposarnsle cueHamypbi, no36onI0OUUE
udenmupuyuposams KIUeHMCKUIl y3ei.

Opna 13 HanboJee YacTo UCIOIb3YEMBbIX OIMIIUNA KOMaH/ABI Ssh SBIsieTcs — 1, ¢ TOMOIIBIO
KOTOPOM MOXHO YKa3aTb UMsI IIOJIb30BATEIS Il BXOJ1a B YIAJICHHBIN CEaHC.

IlpuMep :
susel> ssh -1 apox restrict.nocom.com

Ipumeuanue: B smom npumepe noavzogamens SUSE 1 unuyuupyem yoaneHHvill ceanc Ha y3ie
restrict.nocom.comnod umenem nonvzosamens aPOX, 3apPecUcmpupOSarHo20 HA INMOM V3.

Komanga scp mo3Bossier konuposath (ailiibl Ha yAaleHHYIO MallluHy U C Hee.

Ilpumep :
$ scp sinix:~/linux.tar /tmp
apox@sinix's password:

linux.tar 100% 210KB 0.0KB/s 00:00
$ 1s /tmp/lix*

/tmp/linux.tar

Tpumeuanue: Komanda SCP ckonuposana ¢ yoanennozo komnviomepa gain 1 inux . tar u nomecmuna e2o 6
xamanoz / LIMP na noxarvHol Mawiune.

Taxxe MOXHO B IBHOM BUC YKa3aThb UM MMOJIB30BATCIIA HA yIIEUIGHHOﬁ MaIInHE.

IIpumep:
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susel> scp webadm@sinix:/var/www/html/susel.php
webadm@sinix's password:

susel.php 100% 22KB 0.0KB/s 00:00

Ipumeuanue: B smom npumepe nonvzosamens SUSE L ckonuposai ¢ yoaiennot mawunsl gaiin,
aymenmuuyuposasuiucs Ha Heli Kak novsogamens webadm.
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Cuctema SSH aow

d KpmnTorpad)quCKaﬂ aYTeHTMd)VIKaLI,VIFI
1.Co3spaeTcsa napa Kawoden (Ny6anMYHbIN U YaCTHbIN) Ha KAWEHTE
2.Ty6ANYHBIN K/OY KOMUPYETCA Ha cepBep
3.Ty6nuHbIN KoY Ha cepBepe aobasnsetcs B ¢pann aoBepeHHbIX Katoden .ssh/authorized_keys

He cMoTps Ha TO, 4TO KOMaHbl Ssh M SCP MCIOIB3YIOT IU(PPOBAHHBIM KaHall, BO MHOTHX
ClIydasiX ayTeHTU(UKALHIO C TOMOLIBIO ApOJIsl HEIb3s MPU3HATh 0€30MacHOM.

B takux ClIy4asaXx MOXHO HCITIOJIB30BATb KpI/IHTOI‘pa(I)I/I‘IeCKyIO aYTeHTI/I(I)I/IKaLII/IIO.

SSH npenocraBisieT BO3MOXHOCTh UCIOIB30BATh ayTeHTH()UKALNIO TI0 IpoTOKosIaM RSA n
DSA.

HecummMerpruyHoe mudpoBaHue UCTIONb3YETCs JHUIIb HAa CTaIuu ayTeHTuukanmu. [locne
MOATBEPKICHUS ayTEHTUYHOCTH IT0JIB30BATENS NAaJbHEMINIAS CBA3b OCYIECTBIISIETCA C
IPUMEHEHHEM CUMMETPUYHOTO IIU(PPOBaHUSA, TAK KaK OHO 00eCIIeYMBaeT NpUeMIIEMbId YPOBEHb
OBICTPOAECHCTBHS CUCTEMBI, @ HECCUMMETPUYHOE - HET.

[epBoe, uTO HEOOXOIUMO caenaTh st 0OecTiedeH sl BO3SMOKHOCTH ay TEHTU(HUKAIINY C
nomouibio RSA - 370 co3nate komaH10il ssh-keygen napy Kio4eil HECUMMETPUYHOTO
muGpoBaHUsL.

ITocne co3panus mapel KIr0O4eid HECUMMETPUYHOTO MIH(PPOBAHNS, HEOOXOIMMBIX IS
ayTeHTU(UKAITIH TI0JIb30BaTElIs, TPEOYETCs MOMECTUTh KAaKUM-THOO0 IyTeM MyOIUYHBINA KITF0Y Ha
yIAJIEHHBINA XOCT, C KOTOPBIM TpedyeTcs 00eceynTh CBA3b. J{JIs 3TOro MOYKHO 3aiTH Ha HETO,
UCHOJB3YS Ssh, U CKOMUPOBATH C MOMOILBIO SCP MyOINYHBIN KIII0OY ¢ COOCTBEHHOIO y371a Ha
YAAQJICHHBIN y3€el.

MIpuMep :

sa@cl:~$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/sa/.ssh/id rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/sa/.ssh/id rsa
Your public key has been saved in /home/sa/.ssh/id rsa.pub
The key fingerprint is:

SHA256 :nmPIEXtLKbZa3fgrEHnsOWrSV4oRpt5yBglTNG/3Ly0 salcl
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The key's randomart image is:
+-——[RSA 3072]----+
o+

|
|
|
|
|
|
|
| o ..0 o
|
+

IHpumeuanue: dma komanda cozoaem napy kmodetl RSA. Onu nomewaromes 6 nookamanoe . S Sh domawnezo
Kamanoza norv3osamens, evizeasuieco komanody. @aiin 1d ¥ sa codepoicum wacmmoiil Know, 00CmMyn K KOMopoMy

Oonicen Gvimb npedocmasaen s e2o eradeavyy. Patn 1d rsa . pub doaocen 6oims nomewen na yoarennoiil
y3el, ¢ KOmopvlm HeoOXo00UuMO 0becneyums cé:3b NO WUPPOBAHHOMY KAHATY.

Taponvuas ¢pasa, komopyro mpebyemcs 6gecmu 30ecs - 5mo “‘nponyck’” Kk wacmuomy kmouy. /lonyckaemcs He
6600UMb ee, HO 8 MAKOM CIyude YACMHbBIL KoY He Oy0em 3aujuiyeH.

NpyMep: KOMUPOBaHME MYOJINYHOrO KIF0Ya Ha YAAJICHHBIN y3ell.

sa@cl:~$ scp .ssh/id rsa.pub 10.0.200.1:/home/sa/cl.key.pub

sa@10.0.200.1"'s password:

id rsa.pub 100% 559 65.5KB/s 00:00
sa@cl:~$ ssh 10.0.200.1

sa@10.0.200.1's password:

sa@r2:~$ cat cl.key.pub >> .ssh/authorized keys
sa@r2:~$ cpems 600 .ssh/authorized keys
sa@r2:~$ rm cl.key.pub

sa@r2:~$ exit

Hpumeuanue: Ha nepeom waze smoti npoyedypwl nonvzosamens konupyem kmoyu na yzen 10.0.200. 1.

Hanee on nooknouaemes k 3moi Mawiure, U Haxo0sCh @ Ceance Ha YOANEeHHOM Y3ne, NYONuuHbLl KoY
dobasnsemcs Kk 6aze Oannvlx nybauuHbIX Kiouetl, Haxooauetica 6 gatine . ssh/authorized keys, npasa
00CYNa K KOMopoMmy OONANCHbL Oblb 02PAHUYEHBL TUULL €20 GLAOETbYEM.

Iocne sbixooa uz ceanca cnedylowuil UHUYUUPOBAHHBLIL CEaHC OYOem OMKPbIM NPU YCA0GUU YCNEUHOU
aymenmupuKayuu ¢ ROMOWbIO YACMHO20 U NYOIUYHO20 KIIOYEIL.

Kirou MoxHO 100aBUTE B aiin . ssh/authorized keys npocroit KoMaHIOM,
3aMyIeHHON Ha KJIMEHTE:

[lpmMep: KONMPOBaHKE MyOIMIHOTO KITF04a Ha yIaJeHHBIN y3el.

sa@cl:~$ ssh-copy-id 10.255.255.101

The authenticity of host '10.255.255.101 (10.255.255.101)"' can't be established.

ED25519 key fingerprint is SHA256:Q138Pxal07MEo+jgRg8ndjbdNalwdouOR0Vmc60nMTDs .

This host key is known by the following other names/addresses:
~/.ssh/known_hosts:1: [hashed name]

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter

out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are

prompted now it is to install the new keys

sa@10.255.255.101"'s password:

Number of key(s) added: 1
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Now try logging into the machine, with: "ssh '10.255.255.101""
and check to make sure that only the key(s) you wanted were added.
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